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for Financial Institutions 

Summary: This Bulletin super&es R 67 which is hereby Rsdr;dad. It updates R 67 to require institution-wide 
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planning as opposed to focusing on only centmllzed computer 0 
agement 0 each tinanti institution wlII implement policia consistent with 

&rahoN&I_tls~tedthatman- 

For Further Informnttoe Confect: 
The PHLBank District in whichpu 
are lochid (ii- the Compliance n-o- 
gnms Division of the Office of Reg- 
ulatory Activitiee, Washington, CC. 

svpp&me?ztay f?qormatfo~ 
The foIlowing Bulletin is an Intera- 
gency Policy Statement issued by 
the Federal Fii I~titutioN 
Fzamlnation Council (FFIEC) and 
ado tedbytheFedenxlHomeLa.n 
Bar&PC system. 
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‘Ihe purpose of this policy statement 
is to alert the board of directors and 
management of each finamial insti- 
tution to the nead for contingency 
planning for their institution. This 
includes both institutions that pm 
vide their own lnformatton process- 
ing and those that receive pmcess- 
ing from sawice bureaus. The policy 
shtement also oddxsses 1z.s.s ttzt 
should Lx considered when devel- 
oping a viable contingency pIan. 

Backwound 

Contingency planning is a process 
of establishing strategies to: 

. . 
Muurmze diSrU,%iON of service 
to the institution and ita custom- 
ers. 

l Minimize financiaI loss, and 

l ENUPZ a timely nsum lion of 
operations in the event 0 P a dii 

These rtrategles an the same for 
institutions with in-house data cen- 

l Many contingency plans do not 
address all of the uttical func- 

tars and those using service bureaus. dON throughout the institution. 

In -t years information technol- 
ogy has explnded rapidly through- 
out the corporate sbucture of 
tinanaal hStitUtiON. It includes 
operations such as central compu2r-- 
processing, distributed processing, 
end-user computing. local area net- 
working, and nationwide telecom- 
rnuniUtiON. Thesa operations often 
repzwent Cr;tical services to institu- 
tions and their customers. The loss 
or extended disruption of these 
business operations 

p” 
MS substan- 

tial risk of finandal oss and could 
lead to the failure of an institution. 

l Many serviced inStitUtiON have 
not established or coordinated 
contingency planning efforts with 
their service bureaus. 

l Many service bureaus have not 
established contingency plans. 

l Many contingency plans have not 
been adequately tasted. 

pplip! 

The board of directors and senior 
management of financial institu- 
tions are responsible for: 

w as opposed to fwxsing on 
cenlxalized computer opeiations. 

Additionally, there are meny ewvice 
bunma thni provide lxthmiilion pm 
cesstnx services to muItiDle ftNndaI 
tnstihi3ons. lhe dbauptidn of the prw 
L-eshgcapabiliriaofoneofthev?ra- 
vice bureaus could immct a consider- 
able number of i&itUtiON. Ac- If the institution receives informa- 

tion p rocesslng from a setid 
bureau, management also must: 

Many fmanclal institutions and ser- 
vice bureaus have not sufficiently 

addressed the risks aswiated with 
the loss or extended disruption of 
btnbxss0~tio~Mofespeafrcally: 

l Evaluate the adequacy of contin- 
fwyu plans for its service 
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l Elwure that the institution’s am- 
tingency plan is compatible with 
its service bore&s plan. 

The appendix to tht.5 policy pm- 
vida an example of e process that 
manegement may consider in devel- 
oping contingency plans. It is an 
outllne end is not eIl encompesslng. 
Each tirunciel institution needs to 

awzss its own risks and develop 
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- . Appendix to TB 30 

’ - Cdntingency Planning Process 

develop the plan. 

Establish a -g-t group to oversee devel- 
opment and implementation of the plan. 

Perform a risk assessment. 

Consider possible threats such PE 

l natural-fires,tlood,ehrthquakes,... 
l technical - hardware/softwuc failure, power dis- 

ruptkm, communications interference,. . . 
l human - riots, strikes, diqrontled employee.. . . 

Assess impa& from loss of inIbrmation and services. 

l filumialcondition 
l competitive position 
. customerconfidence 
l legal/regulatory requirements 

Analyze cosrp to minim&z exposures. 

IV. Evaluate critical needs. 

i ~&z+SradoN 

’ pm==ingsys- 
9 documentation 
l vitalrecords 
l policies/procedures 

V. Establish priorities for recovery based on aitical 
needs. 

VI. Determine strategies to recover. 

l facilities 
l hardware 
l s&ware 
l commlmications 
l data files 
l customer services 
l user operations 
l MIS 
l end-user systems 
l other processing operations 

VII. Obtain written backup rgreemen~/conexts 

l facilities 
l hardware 
l software 

l vendors 
l suppllec3 
l disasterreaweryssn+ces 
8 reIiprocalagreement, 

VIII. Organizeandd ocument a written plan. 

Assign responsibilities. 

l management 

:g”“’ 
l vendors 

Docummt rtrategies and procedures to recover. 

procedures to execute the plan 
priorities for CritiCi,, VS. n0ncritiC.d flItiON 

site relocation &hort-term) 
si&T&+~~Og-~) 

IfiS 
-technialQWdwue/software) 
-d&l 
- fxilitia 
-administrative 
-vendor support 

IX. Establish criteria for testing and maintenance of 
Pb 

Determine conditions and frequency for testing.’ 

l batchsy3tems 
l on-line systems 
l communications networks 
l user0peration.s 
l end-usersyPtems 

Evaluate results of tests. 

Establish procedw to mvise and maintain the plan. 

provide aaining for pexmnel involved in the plan’s 
execution. 

x. present the conti.ngency plan to senior -g* 
ment and the Board for review and approval. 

valuable guides to comprehensive contingency plan- 
ning. 
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